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Checklist for determining whether a Data Protection Impact Assessment (DPIA) is required  

A Data Protection Impact Assessment (DPIA) is mandatory under the EU’s General Data Protection Regulation (GDPR) if:
	the processing of personal data meets at least two of the criteria for determining whether processing is likely to result in a high risk to the rights and freedoms of individuals; 
	the processing activities are included in the data protection authority’s list of specific processing situations; 
the data controller relies on some conditional exemptions to the rights of data subjects (research participants) under the GDPR.

Three scenarios where the need to carry out a DPIA must be assessed are presented below. Complete the screening questions to determine whether you will need to do a DPIA before starting your research. 
	If your answer to at least two of the questions is “yes”, you may need to carry out a DPIA. If your answer to at least three of the questions is “yes”, you must carry out a DPIA.


☐
Processing of special category data (sensitive data) or other data of a highly personal nature
The following types of personal data are considered sensitive:
	health-related data
	location data (tracking an individual’s location) 
	genetic data
	biometric data for the purpose of uniquely identifying a person
	racial or ethnic origin
	political opinions
	religious or political beliefs
	trade union membership
	sexual orientation or behaviour
	criminal convictions and offences
	financial data that may be used to commit payment fraud 
	electronic communications
	other data of a highly personal nature (such as notes and diaries).

☐
Large-scale processing of personal data 
Processing can be considered large scale if: 
	the number of research participants is 10,000 or higher;
	a great deal of data is collected on specific individuals;

data is collected on a large number of individuals who belong to a specific group (such as a large number of people who belong to a small ethnic group or work for the same employer);
processing activities continue on a permanent or a long-term basis;
	processing occurs over a large geographical area.
☐
Unexpected combination of datasets
During your study, will you combine personal data from multiple sources in a way that would exceed the reasonable expectations of your data subjects? For example, will you combine data that was originally collected for two different purposes or by two different data controllers?
☐
Processing of data concerning vulnerable data subjects
Will you process data about individuals who may have difficulty exercising their data subject rights due to their vulnerable position? For example, children, elderly people, employees, patients and asylum seekers are considered vulnerable.
☐

Innovative use or application of new technological or organisational solutions
Will you use new technology in innovative ways to process personal data during your study? Will you collect or use data in a new way? Is it difficult to estimate the impact of using new technology? 
☐
Evaluation and scoring 
Will you process personal data for the purpose of evaluating or scoring your research participants (for example, to evaluate or predict an individual’s disease risk or to create a profile based on an individual's behaviour)?.
☐
Automated decision-making that affects data subject rights
Will your processing involve automated decision-making (the process of making a decision by automated means without any human involvement) and/or profiling that may have significant impacts on research participants? Significant impacts include, for example, discrimination, exclusion, a significant invasion of privacy, defining a research participant’s fee with the help of automated decision-making, etc.  
Read more about automated decision-making: https://tietosuoja.fi/en/automated-decision-making-and-profiling" https://tietosuoja.fi/en/automated-decision-making-and-profiling
☐
Systematic monitoring of data subjects
Will your study entail the systematic monitoring of research participants? 


Examples of research scenarios where a DPIA is required:
	Special category data (sensitive data) will be processed during the study AND personal data will be processed on a large scale.
	Personal data will be combined in a way that would exceed the reasonable expectations of data subjects AND data concerning vulnerable research participants (such as children, patients or elderly people) will be processed during the study.
	New technological solutions will be utilised during the study AND personal data will be processed on a large scale.

	
The data protection authority’s list of specific processing situations 

The data protection authority has drawn up a list of specific processing situations. You will need to carry out a DPIA if your processing activities qualify as high risk based on at least one of the criteria presented in the above table AND you will process personal data that falls into the following categories: 
☐
Fingerprint
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Biometric data for the purpose of uniquely identifying a person
☐
DNA
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Genetic data
☐
Marker
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Location data
☐
Questions
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Personal data collected from another source than the data subject, and the data controller relies on an exemption to the obligation to inform data subjects.

Examples of research scenarios where a DPIA is required:
	Genetic data will be processed during the study (specific processing situation) AND genetic data will be processed on a large scale (indicates high risk).
	Location data will be processed during the study (specific processing situation) AND location data will be combined with other personal datasets in a way that would exceed the reasonable expectations of data subjects (indicates high risk).
	Data subjects will not be (personally) informed of the processing of their personal data because providing the information to the individuals would be impossible or involve a disproportionate effort (specific processing situation) AND personal data concerning vulnerable individuals will be processed during the study (indicates high risk).



	Derogation from data subject rights

A DPIA is required if special category data will be processed in the context of scientific or historical research or for statistical purposes and the data controller will rely on an exemption to data subject rights. 
☐
Scales of justice
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Special category data is processed during the study, and the data controller relies on an exemption to data subject rights.

Summary
☐ A DPIA is required. Contact the data protection officer at dpo@tuni.fi. 
☐ A DPIA is not required. Carry out a concise risk assessment. 

Name of study: 		Click or tap to enter a date.
Form filled out by: 		Click or tap here to enter text.
Date: 				Click or tap to enter a date.


Read more about Data Protection Impact Assessment: https://tietosuoja.fi/en/impact-ssessments" https://tietosuoja.fi/en/impact-ssessments 

